RFP — Cybersecurity Services GCRPC November 2025

REQUEST FOR PROPOSALS
CYBERSECURITY SERVICES

RFP # 4-2025
FOR THE PERIOD
January 1, 2026, THROUGH December 31, 2026

PROPOSALS SHOULD BE DIRECTED TO:

Name: Kaitlin Strane

Title: Finance Manager

Address: 1908 N. Laurent

City, State, | Victoria, TX 77901

Zip code
Phone: 361-578-1587 x 408
Email: kaitlins@gcrpc.org
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PART 1. GENERAL INFORMATION - GCRPC

1.1 Purpose

The Golden Crescent Regional Planning Commission (GCRPC), a political subdivision of the
State of Texas, and voluntary association of local governments and special districts is soliciting
proposals from interested parties for qualified contractors to provide cybersecurity services for
the region’s Public Safety Answering Points (PSAPs).

GCRPC provides direct management and administration of the 9-1-1 program for 6 counties to
include Goliad, De Witt, Jackson, Lavaca, Gonzales, and Victoria. GCRPC manages a total of 10
PSAPs.

GCRPC is issuing this Request for Proposal (RFP) to procure cybersecurity services through
funding from the 9-1-1 program that include: Continuity of Operations (COOP) planning for
PSAPs, cybersecurity risk assessments, and 24/7 threat monitoring. Procurement of these
services will follow the Texas Grant Management Standards (TxGMS) to ensure compliance
with all applicable state procurement rules and accountability requirements.

This RFP contains the technical specifications, which define the services solicited herein, as well
as the standards and requirements for this procurement.

Part 1. General Information provides both general background and specific
requirements governing the administration of this procurement.

Part 2. Scope of this Request describes the specific services and performance
criteria for which GCRPC will accept competitive bids.

Part 3. Instructions for Preparation and Submittal of Proposals provides the
required information and format necessary for preparation and submittal of a
responsive bid. This information must be completed as specified.

Part 4. Attachments, Information, Instructions, and Forms provide the required
forms and additional instructions and information necessary for preparation and
submittal of a responsive proposal.

1.2 Background

GCRPC was created and organized under the Planning Act of 1965 (Tex. Rev. Civ. Stat. Ann.
Art. 1011m). GCRPC primarily serves a seven-county area, including Calhoun, DeWitt, Goliad,
Gonzales, Jackson, Lavaca, and Victoria counties; GCRPC’s 9-1-1 Program does not provide
funding for Calhoun County.

GCRPC administers the following programs:
Texas Health and Human Services Commission

e AgingTitle llIB, C,D, E
e Aging Title VIl EAP, OM
¢ Congregate Meals

e Home Delivered Meals
e CMS Basic

e CMS Supplemental
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¢ Nutrition Services Incentive Program

e State General Revenue

e Aging and Disability Resource Center (ADRC) Operations
o ADRC Housing Navigator — MFPD

e ADRC Local Contact Agency — MFPD

o ADRC SGR - Respite

e ADRC — MIPPA

e ADRC - Promoting Independence

o 211 Area Information

e Child Care and Development Block Grant

U.S. Department of Commerce, Economic Development Administration (EDA)
o District Planning Assistance Program
Office of the Texas Governor, Public Safety Office

e Regional Law Enforcement Training
e Regional Planning
e Homeland Security Grant Program — State Homeland Security Program (HSGP-SHSP)

Texas Department of Transportation, Public Transportation Division

Rural Public Transportation Grant Program Section 5311

Rural Transit Assistance Program Section 5311

Enhanced Mobility of Seniors & Individuals with Disabilities Grant Program Section 5310
Regionally Coordinated Transportation Planning Section 5304

Urbanized Transit Assistance Program Section 5307 State Funds

Bus and Bus Facilities Grant Program Section 5339

e RTAP Scholarship

Federal Transit Administration

e Urbanized Area Formula Grant Program Section 5307
e Bus and Bus Facilities Grant Program Section 5339

Texas Commission on Environmental Quality
e Regional Solid Waste Planning

Commission on State Emergency Communications
e 9-1-1 Program

Texas General Land Office

o Community Development Block Grant — Disaster Recovery (CDBG-DR)
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1.3 Administration of this Request for Proposal

Schedule:

Dates Events

Monday, November 17, 2025, by 6:00 PM CST Issuance / Publication of RFP

Monday, December 1, 2025, at 12:00 PM CST Deadline to submit questions and
requests for clarifications

Thursday, December 11, 2025, at 5:00 PM CST GCRPC publishes responses to
written questions

Thursday, January 8, 2025, at 12:00 PM CST Proposals Due

Thursday, January 15, 2026, at 10:00 AM CST Proposal Opening & Evaluation

NLT Thursday, January 29, 2026, at 5:00 PM CST Notice(s) of Award

Funds available: Total budget for services: $121,177.

Contract Period: January 1, 2026, through December 31, 2026, however, the term may be
extended up to one additional year for a total of no more than two years.

Contracts after the first year are contingent on funds availability and Contractor performance.

Procurement Standards: Procurement for professional services shall be in compliance with
procurement standards under the federal Uniform Guidance, and the provisions of applicable
Federal law or Executive Orders, as well as state and local policies for procurement. Solicitation
via this RFP shall ensure services are obtained efficiently and economically while maintaining and
maximizing full and open competition.

Technical Assistance: Only the Public Safety Director will answer those questions pertaining to
clarification of the RFP.

Contact Information for Questions: Any questions concerning this request for proposal should be
submitted prior to Monday, December 1, 2025, at 12:00 PM CST, to Angela Moya, Public Safety
Director. Only written questions will be accepted, either by mail (to the above address) or email:
angelam@gcrpc.org.

Responses to timely submitted questions will be published no later than Thursday, December 11,
2025, at 5:00 PM CST, and will be provided to all bidders receiving a copy of the RFP, to ensure
that each bidder is informed on an equitable basis. GCRPC staff may not provide individual
assistance in writing proposals; only technical questions will be answered.

A. Method of Payment

Payment shall be made for services rendered and billed by the contractor and received by
GCRPC.

B. Governing Provisions and Limitations

1. A response to the Request for Proposal (RFP) does not commit GCRPC to a purchase
agreement or contract, or to pay any costs incurred in the preparation of such response.

2.  GCRPC reserves the right to accept or reject any or all proposals received, to cancel
this RFP in part or its entirety, and to reissue this RFP.
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3. GCRPC reserves the right to hold and accept a proposal for a period of thirty working
days after the response deadline.

4. GCRPC reserved the right to negotiate the final terms of any and all purchase
agreements with bidders selected and such agreements negotiated as a result of this
RFP may be renegotiated and/or amended in order to successfully meet the needs of
the contract.

5. GCRPC reserves the right to waive any defect in this procurement process or to make
changes to this solicitation as it deems necessary.

6. GCRPC will provide notifications of such changes to all bidders of record as having
received or requested an RFP.

7. GCRPC reserves the right to contact any individual, agencies or employers listed in a
proposal, to contact others who may have experience and/or knowledge of the bidder’s
relevant performance and/or qualifications, and to request additional information from
any and all proposers.

8. GCRPC also reserves the right to conduct a review of systems, procedures, etc. of any
bidder selected. This may occur prior to or subsequent to the award of a purchase
agreement. Misrepresentation of the proposer’s ability to perform as stated in the
proposals may result in cancellation of the purchase agreement.

9. Proposers shall not, under penalty of law, offer or provide any gratuities, favors, or
anything of monetary value to any officer, member, employee, or agent of GCRPC for
the purpose of or having the effect of influencing favorable disposition toward their own
proposal or any other proposal submitted hereunder.

10. No employee, office, or agent of GCRPC shall participate in the selection, award, or
administration of a contract supported by Federal funds if a conflict of interest, real or
apparent, would be involved.

11. Proposers shall not engage in any activity which will restrict or eliminate competition.
Violation of this provision may cause a proposer’'s bid to be rejected. This does not
preclude joint ventures or subcontracts.

12. The only purpose of this Request for Proposal (RFP) is to ensure uniform information in
the solicitation of proposals and procurement of cybersecurity services. This RFP is not
to be construed as a purchase agreement or contract as a commitment of any kind, nor
does it commit GCRPC to pay for costs incurred prior to the execution of a formal
contract.

13. The contents of a successful proposal may become a contractual obligation, if selected
for award for a contract. Failure of the proposer to accept this obligation may result in
cancellation of the award. No pleas of error or mistake shall be available to successful
proposer(s) as a basis for release of proposed services at stated price/costs. Any
damages accrued to GCRPC as a result of the proposer’s failure to contract may be
recovered by the proposer.

14. No complaints or protests regarding the proposal’'s election process shall be accepted
by any grantor agency until all administrative remedies at the grantee or local level have
been exhausted. This includes, but is not limited to, disputes, claims, protests of award,
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source evaluation, or other matters of a contractual nature. Matters concerning violations
of law shall be referred to such authority as may have proper authorization.

15. Solicitation and selection of proposals must conform to relevant state and federal laws
and regulations and local policies governing the procurement of supplies, equipment,
and services under state and federal guidelines. Bidders are responsible for familiarizing
themselves with these laws and regulations.

16. Disadvantaged Business Enterprises (DBE). It is the policy of GCRPC to practice
nondiscrimination based on race, color, sex, or national origin in the award or
performance of this proposal. All interested parties qualifying under this solicitation are
encouraged to submit proposals. Contract awards will be conditioned upon satisfying
the requirements of this request for proposal. These requirements apply to all parties,
including those that qualify as a Disadvantaged Business Enterprise.

17. GCRPC, in accordance with Title VI of the Civil Rights Act of 1964, 78 Stat. 252, 42
U.S.C. 2000d to 2000d-4 and Title 49, Code of Federal Regulations hereby notifies all
bidders that it will affirmatively ensure that in any contract entered into pursuant to this
solicitation, minority business enterprises will be afforded full opportunity to submit bids
in response to this invitation and will not be discriminated against on the grounds of
race, color, or national origin in consideration for an award.

18. WRITTEN STANDARDS OF CONDUCT

GCRPC requires the practice of ethical, responsible, and reasonable procedures
related to purchasing, agreements and contracts, and related forms of commitment. The
policies in this section describe the principles and procedures that all staff shall adhere
to in the completion of their designated responsibilities. These policies seek to ensure
that goods and services are obtained in an effective manner and in compliance with the
requirements of Chapter 252 of the Texas Local Government Code, as well as the
requirements of OMB Uniform Grant Guidance Super Circular 2 CFR 200, and the
Texas Uniform Grant and Contract Management Standards.

Certain GCRPC departments may require more stringent procurement standards to be
followed regarding certain purchases for their programs. The standards regarding these
purchases must be followed and shall be maintained as an annex in GCRPC’s
Financial Management Manual.

In the event of conflicts between the terms of this section and any applicable state, local
or federal statute, code, or regulation, or the procurement procedures of the applicable
grantor agency, the stricter applicable statute, code, regulation, or grantor/grantee
procurement policy shall control.

19. PROTEST PROCEDURES

Bid Protest Procedures

GCRPC has established the following procedures for handling protests of capital
equipment and contract awards. A protest may be made at any time during a bidding
process, including pre-award, award, and post-award periods. Things which may be
protested include but are not limited to:
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o Pre-Award: Conditions of bid, exclusions, specifications that require sole source
procurement, unreasonable bonding requirements, or other procedures, which limit
a vendor's ability to participate.

¢ Award: Closed meeting at award opening, opening awards early, allowing a bid to
be changed after opening of any bid, failure of GCRPC to require same action on
the part of all bidders.

e Post-Award: Bid process was not complied with by GCRPC.

A protest must be filed within 3 working days of the initial knowledge of the fact being
protested. A request for reconsideration must be filed within 3 working days of receipt of
the answer to the protest. A working day is defined as one working period, not including
weekends, national holidays, or declared natural emergencies. GCRPC will provide an
initial response within 10 working days of receipt of the protest or request for
consideration. A final report will be made within 20 working days of receipt of the protest
or request for consideration.

The protest must contain the name and address of the protestor (corporate or
individual), the solicitation or contract number, or a description of the invitation to bid as
well as a statement of the grounds for which a protest is made. Please include the
individual to be contacted and a telephone number in case clarification of the protest is
needed.

A protest must be received at GCRPC, 1908 N. Laurent, Suite 600, Victoria, Texas
77901 to be honored. If not, hand delivered and a receipt supplied, it is recommended it
be sent via certified mail or courier, with a return receipt requested by the protestor.

Bid Protest Response Procedures

GCRPC will respond in detail to each substantive allegation raised in the protest. The
protest will be reviewed by a committee consisting of a representative of the Public
Safety Department, and a representative from the administration department. The
Executive Director of GCRPC will make the final decision on any protest filed with
GCRPC. All determinations are considered for the final 3 working days after a
protestor's receipt of our final report, not to exceed 30 days from bid opening date.

Only when life is at risk will procurement be made when a protest is pending. Under no
conditions will an award be made prior to the resolution of a protest, nor will we open
bids if protest is filed before bid opening. All potential vendors will be informed if a
protest is filed prior to the award of a bid.

Bid Protest Appeal and Reconsideration Procedures

A request for reconsideration will be granted only when a protestor acquires data not
previously known or available, or there has been an error of law or state bidding
regulations.

If there is a question of the merits of a protest, GCRPC will hold an informal conference.
At a minimum, GCRPC representatives and the protestor will attend. All other interested
parties are welcome to attend.
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Violations of Federal law or regulation will be handled by the complaint process stated
within that law or regulation. Violations of state or local law or regulations will be under
the jurisdiction of state or local.

20. PUBLIC NOTICE

This Request for Proposal (RFP) will be solicited on our company website
WWW.gcrpc.org.

21. ADDENDUMS, MODIFICATIONS, AND CLARIFICATIONS

Any bidder in doubt of the true meaning of any part of the specifications or other
documents may request an interpretation from GCRPC's Procurement Officer. If the
Procurement Officer finds that the interpretation is substantive or that a mistake has
been made, the Procurement Officer will issue a written addendum to all bidders who
received the original IFB or RFP. The addendum will become a part of the IFB or RFP
and will have the same binding effect as provisions in the original document. No verbal
explanation or interpretations will be binding. For a request for interpretation to be
considered, the request must be submitted in writing and must be received by
GCRPC's Procurement officer no later than 5 days prior to the bid or proposal due
date. GCRPC does not assume responsibility for the receipt of addendum sent to
bidders or proposers. A copy of all addenda issued must be signed and returned with
the bidder's bid or proposal. The bidder must also acknowledge receipt of the addenda
by initialing the appropriate place on the IFB or RFP cover sheet.

22. REJECTION OF BIDS/PROPOSALS

GCRPC reserves the right to: (1) reject any and all bids/proposals and waive any
informality in the bids/proposals received; (2) disregard the bid/proposal of any
proposer determined to be not responsible. GCRPC further reserves the right to reject
any bid/proposal due to failure of performance on deliveries as determined in writing by
the GCRPC.

23. RESTRICTIVE OR AMBIGUOUS SPECIFICATIONS

It is the responsibility of the prospective proposer to review the entire invitation to
bid/proposal packet and to notify GCRPC if the specifications are formulated in a
manner that would restrict competition or appear ambiguous. Any such protest or
question(s) regarding the specifications or bid/proposal procedures must be received
in the Public Safety Department no less than 72 hours prior to the time set for
bid/proposal opening. Vendors are to propose as specified herein or propose an
approved equal. The mention of any brand name in the specifications is not intended
to be restrictive but is intended to describe the general features and requirements (or
equivalent) that the GCRPC is seeking.

24. PUBLIC INFORMATION ACT

The parties agree that GCRPC is a governmental body for purposes of the Public
Information Act, codified as Chapter 552 of the Texas Government Code and as such
is required to release information in accordance with the Public Information Act.
Bidder/Proposer agrees that it has marked any information that it considers to be
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confidential, proprietary, and/or trade secret in its bid/proposal. GCRPC agrees to
provide notice to Bidder/Proposer in accordance with the Public Information Act in the
event GCRPC receives a request for information under the Public Information Act for
information that the Proposer has marked as confidential, proprietary, and/or trade
secret.

25. NO COMMITMENT BY GCRPC

This Request for Bid/Proposal does not commit GCRPC to award any costs or pay any
costs, or to award any contract, or to pay any costs associated with or incurred in the
preparation of a bid/proposal to this request, or to procure or contract for services or
supplies.

26. REJECTION/DISQUALIFICATION OF BIDS/PROPOSALS

GCRPC reserves the right to reject any or all bids/proposals as a whole or in part
received by reason of this bid/proposal package and may discontinue its efforts for any
reason under this bid/proposal package at any time prior to actual execution of the
Contract by GCRPC. Bidders/Proposers may be disqualified, and rejection of
bids/proposals may be recommended to GCRPC for any of (but not limited to) the
following causes:

¢ Failure to use the bid/proposal form(s) furnished by GCRPC, if applicable.

e Lack of signature by an authorized representative that can legally bind the company
on the bid/proposal form.

¢ Failure to properly complete the bid/proposal.

e Bids/proposals that do not meet the mandatory requirements.

e Evidence of collusion among bidders/proposers.

27. CHANGES IN SPECIFICATIONS

If it becomes necessary to revise any part of this bid/proposal, a written notice of such
revision will be posted on GCRPC'’s website. GCRPC is not bound by any oral
representations, clarifications, or changes made in the written specifications by the
GCRPC’s employees, unless such clarification or change is posted on the GCRPC
website. It shall be Bidder's/Proposer's responsibility to check the website prior to the
bid/proposal opening date to verify whether any addendums have been posted.

28. BID/PROPOSAL IDEAS AND CONCEPTS

GCRPC reserves the right to adopt or use for its benefits, any concept, plan, or idea
contained in any bid/proposal.

29. INDEMNIFICATION

The contractor shall agree to assume all risks and responsibility for, and agrees to
indemnify, defend, and save harmless, GCRPC, its department heads, and its agents
and employees from and against all claims, demands, suits, actions, recoveries,
judgments, and costs and expenses including reasonable attorney's fees for the
defense thereof in connection therewith on account of the loss of life property or injury
or damage to the person which shall arise from contractor's operations under this
contract, its use of GCRPC’s facilities and/or equipment or from any other breach on
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the part of the contractor, its employees, agents or any person(s) in or about GCRPC’s
facilities with the expressed or implied consent of the GCRPC. Contractor shall pay
any judgment with cost which may be obtained against GCRPC resulting from
contractor's operations under this contract.

Contractor agrees to indemnify and hold GCRPC harmless from all claims of
subcontractors, laborers incurred in the performance of this contract. Contractor shall
furnish satisfactory evidence that all obligations of this nature herein above designated
have been paid, discharged, or waived.

30. DELAYS

GCRPC reserves the right to delay the scheduled commencement date of the contract
if it is to the advantage of GCRPC. There shall be no additional costs attributed to
these delays should any occur. Bidder/Proposer agrees it will make no claim for
damages, for damages for lost revenues, for damages caused by breach of contract
with third parties, or any other claim by Bidder/Proposer attributed to these delays,
should any occur. In addition, Bidder/Proposer agrees that any contract it enters into
with any third party in anticipation of the commencement of the contract will contain a
statement that the third party will similarly make no claim for damages based on delay
of the scheduled commencement date of the contract.

C. Proposer Selection Process

The primary consideration in selecting a provider of cybersecurity services shall be its
effectiveness in delivering comparable or related services based on demonstrated performance.

The proposal review process shall include evaluation, rating, ranking of proposals, and selection
for award of contract by regional stakeholders, the Regional Public Safety Advisory Committee
(RPSAC), and GCRPC Staff.

The following shall apply to the selection process:

1. Where the quality of two or more proposals is equal, cost will become a primary factor
in the selection of a contractor.

2. Award may be made to the responsible bidder whose proposal will be most
advantageous to the programs administered by GCRPC and its organization.

3. Positive efforts shall be made to utilize small, minority, and female-owned or operated
organizations/business (Historically Underutilized Business) in the procurement and
provisions of these services.

4.  Awards of contracts shall be made only to Responsive Providers.

5. GCRPC may base its selection on the following, including but not limited to:

¢ mandatory criteria for professional qualification;
¢ asatisfactory record of past performance;
e provider’s integrity and business ethics;
e accountability;
¢ financial stability;
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e technical resources;

o the provider’s ability to meet performance and design criteria;
¢ the quality of the proposed services;

¢ and the reasonableness of the price/cost.

The specific evaluation criteria are provided in Part 4 of this request.

D. Contractor’s Responsibilities

Provider selected will be required to assume full responsibility for all services provided.
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PART 2. SCOPE OF THIS REQUEST

2.1 Service Criteria and Technical Requirements
A. Service Criteria
1. Compliance

The contractor must provide comprehensive cybersecurity services that support the
resilience, security, and continuity of operations for PSAPs and GCRPC'’s public safety
infrastructure. All proposed services must comply with:

o The Texas Grant Management Standards (TxGMS);

o Applicable federal and state cybersecurity guidelines, including NIST, DHS, and the
Texas Cybersecurity Framework;

e And all laws, regulations, and rules governing the Texas 9-1-1 Emergency
Communications Program, including requirements established by the Commission
on State Emergency Communications (CSEC) and relevant sections of the Texas
Health and Safety Code, Texas Local Government Code, and 1 TAC §251.

2. Cyber Vulnerability Assessment. The contractor must conduct a bi-annual cyber
vulnerability assessment to include the following:

e Passive 1-week packet capture and forensic traffic analysis
e |dentification of hidden assets, network misconfigurations, and vulnerabilities
e Final report to include:

- Network architecture review

- IP inventory

- Prioritized vulnerability list

- Recommended remediation actions

- Suggested cybersecurity policy improvements

3.  PSAP Continuity of Operations Plan (COOP) for Cyber Disruption. Develop a
comprehensive, regionally coordinated COOP to guide PSAPs through sustained
cyber-related disruptions or infrastructure failure

Custom plan specifically for PSAPs and cyber disruption

Built upon FCC, DHS, NIST, and CSEC aligned best practices

Backup dispatching protocols during cyber outages

Call rollover handling, including staffing responsibility for the receiving PSAP
Integration with local emergency management procedures

Designated and clear roles, escalation pathways, and technical recovery strategies
PSAP-specific and regionwide appendices for customized implementation

4.  5-10 Year Cybersecurity Strategic Plan. The contractor must provide the development
of a forward-looking strategic plan that outlines key milestones, investments, and
regional initiatives necessary to strengthen the cybersecurity posture of PSAPs across
the Golden Crescent Region

The strategic plan must include the following:
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An assessment of current cybersecurity maturity levels across all PSAPs
Cybersecurity capability gaps and regional risk exposure

Technology, staffing, and procedural recommendations

Multi-year roadmap for phased implementation of cybersecurity best practices
Funding strategies, including potential state and federal grant opportunities
Training and workforce development recommendations

B. Location and number of PSAPS

GCRPC’s 9-1-1 Program contains 10 PSAPs. Victoria County hosts 4 located in varying
agencies within the City of Victoria to include the Victoria County Sheriff's Office, Victoria Police
Department, Victoria County Emergency Operation Center (EOC), and Victoria College.
Lavaca County host 1 PSAP located in Hallettsville, TX. De Witt County hosts 2 PSAPS to
include the De Witt County Sheriff's Office, located in the City of Cuero, and the Yoakum Police
Department, located in the City of Yoakum. Goliad County hosts 1 PSAP at the Sheriff's Office
located within the City of Goliad. Jackson County hosts 1 PSAP at the Sheriff's Office within the
City of Edna. Gonzales hosts 1 PSAP at the Sheriff's Office within the City of Gonzales.

C. Scope of Services

1. Bi-Annual Cyber Vulnerability Assessment

¢ Conduct an initial passive vulnerability assessment using forensic data capture
devices to gather traffic from defined network segments over a set time period.

e Analyze collected data to:

- ldentify unauthorized devices and unknown assets
- Assess vulnerabilities, misconfigurations, and risk exposure
- Produce a network architecture diagram and IP inventory

o Deliver a detailed assessment report with:

- A prioritized list of vulnerabilities
- Risk mitigation and remediation recommendations
- Suggested policy updates and security posture improvements

2.  Continuity of Operations Plan(COOP) for Cybersecurity Disruptions

o Develop a region-wide Continuity of Operations Plan tailored to cyber-related
disruptions of PSAP systems, platforms, and communications infrastructure.
e Ensure the plan includes:
- Fallback dispatch procedures and service continuity protocols
- Guidelines for call rollover support, with emphasis on the originating PSAP's
responsibility to ensure the receiving PSAP is staffed appropriately

- Tiered disruption scenarios (e.g., network outage, ransomware attack, NG9-1-1
service degradation)

- Coordination with local emergency management and mutual aid agencies
- Communication protocols and points of contact

¢ Provide individual COOP appendices or templates that can be adopted by each
PSAP based on their specific needs and operational configurations.

3. 5-10 Year Cybersecurity Strategic Plan for Regional PSAPs
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Develop a forward-looking strategic plan that outlines key milestones, investments, and
regional initiatives necessary to strengthen the cybersecurity posture of PSAPs across
the Golden Crescent region.

¢ The strategic plan must include:

- An assessment of current cybersecurity maturity levels across all PSAPs

- Cybersecurity capability gaps and regional risk exposure

- Technology, staffing, and procedural recommendations

- Multi-year roadmap for phased implementation of cybersecurity best practices
- Funding strategies, including potential state and federal grant opportunities

- Training and workforce development recommendations

e Within the plan design a centralized service model to enable GCRPC to assume
responsibility for cybersecurity monitoring of regional PSAPs over time.
The plan includes:

- Infrastructure requirements (hardware, software, data retention)

- Staffing model and qualifications for cybersecurity personnel

- Compliance and liability considerations under current state law

- Integration strategies for future systems

- Multi-year budget projections and cost comparison (internal vs. outsourced
monitoring)

- Governance and reporting structure to ensure oversight, transparency, and
alignment with CSEC

4, Compliance, Documentation, and Reporting
e Ensure that all services rendered comply with:

- TxGMS procurement and grant compliance standards
- Applicable rules from CSEC and the Texas Health and Safety Code
- Federal cybersecurity guidance, including the NIST Cybersecurity Framework

e Maintain thorough documentation of:
- All work performed
- Communications with stakeholders
- Network changes or updates
- Security incidents and resolutions

¢ Maintain all project records as requested by GCRPC.
o All project records prepared by the contractor shall be owned by GCRPC.

¢ Provide final project deliverables in both electronic and editable formats for internal
use and audit purposes.

[Remainder of page intentionally left blank]
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PART 3. INSTRUCTIONS FOR PREPARATION AND
SUBMITTAL OF PROPOSAL

3.1 Proposal Submission Instructions

Response Deadline:

All proposals must be received (not merely postmarked) by Thursday, January 8, 2025, at 12:00
PM CST. Any modifications to the proposal must be received by the response deadline.
Proposals delivered/received after the response deadline will not be considered but will be
deemed late and unresponsive to this RFP and procurement process.

All proposals shall be submitted/delivered to Kaitlin Strane, Finance Manager, using the
information on the cover sheet of this RFP.

Format:

Hardcopy/paper proposal packets and electronic/digital proposal packets will be accepted. Faxed
versions of proposals will not be accepted.

Hardcopy proposals must be typed and submitted on 8.5 x 11-inch paper in accordance with the
instructions of Part 3 of this RFP. Emphasis must be placed on addressing all the requirements
of this RFP in a clear and concise manner.

Similarly, electronic versions of proposals must be submitted in Microsoft Word (doc) or PDF
(pdf) format, in accordance with the instructions of Part 3 of this RFP. Emphasis must be placed
on addressing all the requirements of this RFP in a clear and concise manner.

Number of Copies:

Hardcopy proposals - 1 complete original, with original signatures and 2 complete copies must
be submitted. All must be legible.

Electronic/digital proposals - 1 complete original, with original signatures scanned, must be
submitted. Digital files/documents must be accessible and legible.

Person(s) Authorized to Represent the Organization:

e Proposals shall identify the liaison and primary contact person; and
e A person with documented signatory authority to enter into and execute a contract
should the proposal be selected for negotiation and result in a contract.

3.2 Preparation of Response and Format

Please complete and provide the following in accordance with the instructions provided herein
and submit them in the order outlined below. The Certification Regarding Debarment,
Certification of Bidder, and Certification of Professional Qualifications must be executed to
officially submit a response to this request.

1. Transmittal Letter containing:

e Proposer’s understanding of this request, its requirements, and services to be
performed.
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o Statement from authorized signatory that proposal is valid for thirty (30) days
after submittal deadline.

e A positive statement of commitment to perform the services within the period
specified or pay a penalty in the form of a discount on cost of services performed.

Proposal cover sheet (form attached).

Certification regarding Debarment (form attached).
Certification of Bidder/Respondent (form attached).
Certification of EEO Compliance (form attached)

Certification of Professional Qualifications (form attached).

N o o bk w D

Proposer’s profile:

¢ Organization and size, including number of employees and physical site
locations.

e Location of business headquarters; office where work is to be done and number
of professional staff by staff level at that office.

e The range of services performed by local office.

e Primary Contact, including name, telephone number, and e-mail address.

8.  Proposer’s Qualifications:

Names and credentials of principle(s).

¢ Respondent’s professional history, background, and relevant experience.

e The name(s), business address, phone number, e-mail address of firms and
individuals proposed to participate in all tasks identified in the scope of
services.

e Experience with the public safety sector, specifically cybersecurity and PSAPs.
Provide a minimum of three references for similar work, giving the name of the
project, description of project, project period, and project cost and links to plan
documents. (Include the names of clients, primary contact person and phone

number
9.  Approach:
e Work Plan

- Proposed approach to the scope of service. Include time estimate for each
segment of the work plan by staff level to be assigned. Where possible,
individual staff members should be named, and their titles provided; the
planned use of specialists should be specified.
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10. Project Schedule. Proposed project schedule in accordance with the basic requirements
of this RFP.

11. Compensation:

Total cost of services proposed should be specified. All fees, expenses, and other
requirements associated with providing District support and planning services shall be
stated. The fee proposal should include:

¢ A complete rate schedule and pricing for staff to be utilized in this project.

e Total costs per task, itemizing personnel, subcontractors and direct expenses
(such as travel, printing, etc.).

e Total costs for the project, itemizing personnel, subcontractors, and direct
expenses.
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PART 4. ATTACHMENTS, INFORMATION, INSTRUCTIONS,

GCRPC

November 2025

AND FORMS
Proposals will be evaluated by GCRPC using the following criteria and point system.
Point
Evaluation Criteria Value
Demonstrates Experience providing cybersecurity
services for PSAPs or other critical infrastructure. 10
. Experience and Qualifications (max | pts. 30
30 pts.) Qualifications of project team and proposed personnel.
10 pts.
Years in business and relevant certifications. 10 pts.
Ability to implement and manage deliverables within
. Approach to Scope of Service (max | project timeline. 10 pts. 20
20 pts.) Clarity, feasibility, and responsiveness to each
component in the scope of service. 10 pts.
. i : Comprehensive Workplan, including reasonableness of
) ?:(raiglrci;ae Capig'“?es and Technical time/hour estimates, staffing, and timeliness of 15
(max 15 pts.) expected completion. 15 pts. O]
Cost-effectiveness and transparency of pricing model.
5 pts. [
' Cost1F;rotposaI and Fee Structure Inclusion of all required deliverables. 5 pts 15
(max 15 pts.) Multi-year pricing incentives or discounts, if applicable.
5 pts.
Successful completion of similar projects. 5 pts.
. References and Past Performance | Public safety or governmental references. 5 pts. 15
(max 15 pts.) Demonstrated history of client satisfaction and timely
performance. 5 pts.
. Historically Underutilized Business | Is the proposer defined as a HUB under the Texas 5
(HUB) (max 5 pts.) Government Code Section 2161.001 (2). 5 pts.
Total: | 100
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10.

INSTRUCTIONS FOR CERTIFICATION REGARDING DEBARMENT

By signing and submitting this proposal, the prospective participant is providing the
certification as set out in the form itself.

The certification is a material representation of fact upon which reliance was placed
when this transaction was entered into knowingly rendered an erroneous certification, in
addition to other remedies available to the Federal Government; the U.S. Department of
Labor may pursue available remedies, including suspension and/or debarment.

The prospective participant must provide immediate written notice to GCRPC’s
Public Safety Director if, at any time, the prospective participant learns that its
certification was erroneous when submitted or has become erroneous by reason of
changed circumstances.

The terms covered transaction, debarred, suspended, ineligible, lower tier covered
transaction, principal, proposal, and voluntarily excluded as used in the certification have
the meanings set out in the Definitions and Coverage sections of rules implementing
Executive Order 12549.

The prospective participant further agrees by submitting this proposal that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower
tier covered transaction with a person who is debarred, suspended, declared ineligible,
or voluntarily excluded from participation in this covered transaction, unless authorized
by the U.S. Department of Labor.

The prospective participant further agrees by submitting this proposal that it will include
the clause titled Certification regarding Department, Suspension, Ineligibility, and
Voluntary Exclusion, -- Lower Tier Covered Transaction, without modification, in all lower
tier covered transactions and in all solicitations for lower-tier covered transactions.

A participant in a covered transaction may rely upon a certification of a prospective
participant in a lower tier covered transaction that is not debarred, suspended, ineligible,
or voluntarily excluded from the covered transaction, unless it knows that the certification
is erroneous. A participant may decide the method and frequency by which it
determines the eligibility of its principals. Each participant may, but is not required to,
check the Federal non-procurement list.

Nothing contained in the foregoing may be construed to require establishment of a
system of records in order to render in good faith the certification required by this clause.
The knowledge and information of a participant is not required to exceed that which is
normally possessed by a prudent person in the ordinary course of business dealings.

Except for transactions authorized under paragraph 5 of these instructions, if a
participant in a covered transaction knowingly enters into a lower tier covered
transaction with a person who is suspended, debarred, ineligible, or voluntarily excluded
from participation in this transaction, in addition to other remedies available to the
Federal Government, the U.S. Department of Labor may pursue available remedies,
including suspension and/or debarment.

Write the name of the bidder (individual or organization) and the name and title of the
authorized representative of the bidder. The authorized representative signs where
noted and date the signature.
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PROPOSAL COVER SHEET

Company/Organization:
Address:

City, State, Zip Code:
Activity:

Proposed total Cost:

IRS Identification Number:
Application Date:

As the respondent, | certify to the best of my knowledge and belief that the information contained
in this Bid is true and correct and it will comply with the attached assurances, terms, and
conditions of the Request for Proposal (RFP). If | am awarded a contract, | further acknowledge
that | have read and understand the requirements and provisions that | have read and
understand the requirements and provisions of the RFP and that | am prepared to implement the
project as specified in this bid. | certify that no employee of GCRPC has assisted in the
preparation of this bid/proposal other than through provision of answers to specific questions
directed to the Public Safety Director. | further certify that no costs have been incurred prior to
the effective date of the contract.

Typed Name and Title Date

Signature of Authorized Representative Telephone Number
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION, INELIGIBILITY, AND
VOLUNTARY EXCLUSION - LOWER TIER COVERED TRANSACTION

This certification is required by the regulations implementing Executive Order 12549, Debarment
and Suspension, 29 CFR part 98, Section 98-.510, Participants’ responsibilities.

1. The prospective recipient of Federal assistance funds certifies, by submission of this
proposal, that neither it nor its principals are presently debarred, suspended, proposed for
debarment, declared ineligible or voluntarily excluded from participation in this transaction
by any Federal department or agency.

2. Where the prospective recipient of Federal Assistance funds is unable to certify any of the
statements in this certification, such prospective participant shall attach an explanation to
this proposal.

Name of Bidder/Organization

Name and Title of Authorized Representative

Signature Date
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BIDDER/RESPONDENT’S CERTIFICATION
I, , certify that | am the
(Typed Name) (Typed Title)

of the corporation, commission, association, or public agency named as respondent herein, that
, who signed this bid on behalf of Respondent was then

(Typed Name)

, of said corporation, committee, commission, association,

(Typed Title)

or public agency and that said bid was duly submitted and signed for on behalf of said organization
by authority of its governing body and is within the scope of its corporate, committee,
commission, association, public agency powers.

ATTEST:
Signature Signature
Type Name Type Name
Type Title Type Title
Date Date

The Respondent ensures and certifies that it will comply with the requirement of the Single Audit
Act of 1984 as amended in 1996 and the provisions and assurances referred to.
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CERTIFICATION OF EEO COMPLIANCE

, the Respondent guarantees and assures that employment practices and policies
do not discriminate on the grounds of race, color, religion, national origin, sex, age, handicap,
creed, belief, or political affiliation. Failure to comply with this requirement shall constitute non-
compliance with the contract and shall be sufficient cause to terminate this contract.

Respondent’s Signature Date
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CERTIFICATION OF PROFESSIONAL QUALIFICATIONS

1. LEGAL STATUS

Check Entity Description State and Date of Incorporation
Box (e.g. TX, 01/01/2000)
[ Private for-Profit Corporation
[ Private Not-for-Profit Corp.
L Public Agency
] Sole Proprietorship
[ Partnership
L Other:

Please attach a copy of your certification of corporation, articles of incorporation, or other proof
of legal authority to contract.

2. OTHER INFORMATION

Internal Revenue Service (IRS) Employer Identification Number:

IRS Classification for Tax Exemption (If not-for-profit):

3. GOVERNING BODY OR BOARD OF DIRECTORS

NAME TITLE ADDRESS PHONE NO.

4. Does the offeror have general liability insurance? [ Yes 1 No
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OBLIGATION CERTIFICATION

As an authorized official, [Name] of [Agency Name]
| certify the following:
1. The information presented in the application is true and accurate to the best of my

knowledge.
2. | have not intentionally made any misstatements or misrepresented the facts.
3. Organization/business/agency has the resources and technical capacity to support the
project.
4. Organization/business/agency will participate in a continuous, comprehensive dialogue
throughout the life of the project including but not limited to:
a. On-site monitoring by GCRPC or CSEC personnel
b. Timely submission of required reports
c. Timely written notification of events that will affect the outcome of the project.
5. Organizations/business/agency will comply with all applicable federal, state, and local laws
and regulations.
6. Applicant Affirmation: Compensation has not been received for participation in the
preparation of this application of interest.

Signature

Type Name

Type Title

Date (mm/dd/yyyy)

Page 27 of 26



	PART 1. GENERAL INFORMATION - GCRPC
	1.1 Purpose
	1.2 Background
	Texas Health and Human Services Commission
	U.S. Department of Commerce, Economic Development Administration (EDA)
	Office of the Texas Governor, Public Safety Office
	Texas Department of Transportation, Public Transportation Division
	Federal Transit Administration
	Texas Commission on Environmental Quality
	Commission on State Emergency Communications
	Texas General Land Office

	1.3 Administration of this Request for Proposal
	A. Method of Payment
	B. Governing Provisions and Limitations
	C. Proposer Selection Process
	D. Contractor’s Responsibilities


	PART 2. SCOPE OF THIS REQUEST
	2.1 Service Criteria and Technical Requirements
	A. Service Criteria
	B. Location and number of PSAPS
	C. Scope of Services


	PART 3. INSTRUCTIONS FOR PREPARATION AND SUBMITTAL OF PROPOSAL
	3.1 Proposal Submission Instructions
	3.2 Preparation of Response and Format

	PART 4. ATTACHMENTS, INFORMATION, INSTRUCTIONS, AND FORMS
	INSTRUCTIONS FOR CERTIFICATION REGARDING DEBARMENT
	PROPOSAL COVER SHEET
	CERTIFICATION REGARDING DEBARMENT, SUSPENSION, INELIGIBILITY, AND VOLUNTARY EXCLUSION - LOWER TIER COVERED TRANSACTION
	BIDDER/RESPONDENT’S CERTIFICATION
	CERTIFICATION OF EEO COMPLIANCE
	CERTIFICATION OF PROFESSIONAL QUALIFICATIONS
	OBLIGATION CERTIFICATION


